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L HCJIL H 3a/1a41 U3YYCHUS TUCIHUIIJIMHBI

Llenp M3ydeHUs: AMCUUILUIMHBI - (JOPMUPOBAHKE HABBIKOB OpraHHW3alMy Oe30macHoW paboThl Ha
NIEPCOHATBPHOM KOMITBIOTEPE U B KOMITBIOTEPHOH CETH, YMEHHI MPOTHBOCTOSTH WH(POPMAIMOHHBIM
yrpo3am, BKJIIOYast TEXHHYECKUE, TEXHOIOTUYECKUE, ICUXOJIOTUIECKIE, COIIMATILHBIC.

3ajaun JUCHUTIIINHBI:

- dopMmupoBaHWE 3HAHWA B O0JACTH POCCHICKOTO MPAaBOBOIO  PETYIHPOBAHUS
nH(pOpMaIMOHHOM 0€30MMacCHOCTH;

- BBIpa6OTKa HpeI[CTaBJ'IeHI/Iﬁ 0 cmocobax obOecreyeHus 3alMThl KOMIIBKOTEpA M
IIPOTHUBOCTOAHUN METOAaM COHH&J’IBHOﬁ HWHXXCHCPUU;

- OCBOGHHE IMPOrPAMMHBIX CPEACTB OOecredyeHuss MHPOPMAIMOHHON 0€3-0IMacHOCTH MpHU
paboTe Ha MEPCOHATBLHOM KOMITBIOTEPE W B KOMITBIOTEPHOW CETH, BKIIIOYass (POPMUPOBAHHUE YMCHHIMA
apryMEHTHPOBAHHOTO BBIOOpA M CAMOCTOSITEIbHON YCTAaHOBKH COOTBETCTBYIOIEIO MPOTPaAMMHOIO
00eCIICUCHHS;

- oOydeHne OCHOBaM KpHUNTorpaduu Kak OJHOTO U3 BAXHBIX CPEACTB MU(POBAHUS TAHHBIX.

2 MecTo fMcUMILIMHBI B cTpykType OIIOII BO

Huctmmumaa K.M.06./1B.02.01 «3ammra nHpopmManuyu B KOMIOBIOTEPHBIX CETSAX» OTHOCUTCS K
9acTH y4eOHOro TaHa, GoOpMUpyeMoil yaacTHUKaMHu 00pa30BaTeIbHBIX OTHOLICHUH.

JucuunnuHa uzydaercs Ha 4 Kypce, B 8 cemecTpe.

Jlns u3ydeHus: JAUCHUILTUHBI TpeOyeTcsi: 3HaHWE BO3MOXHOCTEW CcepBUCOB ceth HHTepHeT
Wzyuennto aucturuimHbl «3amuTta WHGOPMAIMA B KOMIBIOTEPHBIX CETSAX» MPEIIIECTBYET OCBOCHHE
JUCIUILTUH (TIPaKTUK):

WudopmanroHHbIe TEXHOJIOTUH B 00pa30BaHUH.

OcBoeHne IUCHMIUIMHBI «3ammra WHGOPMAMA B KOMIBIOTEPHBIX CETSAX»  SIBIISCTCS
HE0OXO0IMMOM OCHOBOM JIJISl TIOCTICAYIONICTO H3yYeHUS JUCIUTUINH (TTPAKTHK):

NudopmanmronHas 6e30macHOCTs B 00pa3oBaHUM;

BeinonHeHue 1 3anura BeITYCKHON KBAIM(DUKAIIMOHHOM PaOOTHI.

Ob6acTh npodecCHOHATBHON JeSTENbHOCTH, HA KOTOPYIO OPUEHTUPYET TUCHUIUIMHA «3aIiuTa
uHbopMallMd B KOMIBIOTEPHBIX ceTsAx», BkiIoyaer: 01 OOpa3oBaHnue u Hayka (B cdepe
JOUIKOJIBHOTO, HAyalbHOTO OOIIEro, OCHOBHOIO OOINEro, CpeaHero oOIero oOpa3oBaHMA,
po¢eCCUOHATBHOTO o0yJeHusl, PO eCCUOHAIBHOTO o0Opa3oBanus, JOTIOJTHUTETHLHOTO
oOpazoBaHmUs).

Tumbr 3amay W 3amaud  MPoecCHOHANBHOW JEATENHOCTH, K KOTOPBIM TOTOBHUTCS
oOydJaromuiics, onpeeaeHbl yaeOHBIM TTAaHOM.

3 TpeboBaHus K pe3yJibTaTaM OCBOEHUS TUCHHUIIIHHBI
[Ipouecc n3yueHus: AUCHUILTUHBI HATIPaBlIeH Ha (OPMHUPOBAHUE CIEAYIOIIUX KOMITETECHITHI:

KoMmnerennusa B coorBercrBun ®I'OC BO

HNHauKaTopsl 10CTHKEHUS Oo0pa3oBaTte/ibHbIE Pe3yJIbTATHI
KOMIIeTeHIIMH

IIK-11. Cnioco6eH ucno1b30BaTh TeopeTHYeCKHe U NPAKTHYeCKUe 3HAHUS /I IOCTAHOBKH M
peLIeHus] HCCJIeJ0BATEeNbCKUX 32124 B IPeAMeTHOM 00J1acTH (B COOTBETCTBHH € NPOpHIEM H
YPoOBHeM 00y4eHHUsI) U B 00J1aCTH 00pa30BaHuUs.

negarorndyeckad 1€eATeJIbHOCTb
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[IK-11.1 Ucnonszyer
TEOPETUYECKHUE U MMPAKTUUECKHE
3HAHUA JUIS IOCTAHOBKH U
pEILIEeHUs UCCIIEI0BATEIbCKUX
3a/1a4 B MPEJAMETHOM 00JIacTH B
COOTBETCTBHUH C IPOPHIIEM U
ypOBHEM 00y4eHHUS U B 00JaCTh
oOpa3oBaHus.

3HATH:

- ciocoObI mU(POBAHUS TaHHBIX;

YMETh:

- OIIpPeETATh ONTUMATBHBIN HA00Op MPOTPAMMHBIX CPEICTB IS
obecrieueHurs 6e30MmacHOl paboThl HA KOMITBIOTEPE;

BJIAJICTh:

- cpencTBamu odecrieueHusI HHOOPMAIIMOHHON 0€30ITaCHOCTH IPH
paboTe 3a IepCOHANBHBIM KOMIIBIOTEPOM U B KOMITBIOTEPHBIX
CeTsX.

[TIK-11.2 [IpoekTupyer u pemiaet
UCCIIeIOBATENbCKUE 33/1a4H B
MpeIMETHOM 00JIaCTH B
COOTBETCTBHUH C IPOPHIIEM U
yYpOBHEM 00y4eHHUS U B 00JIaCTH
oOpa3oBaHus.

3HATh:

- TIOHATHS, CBSI3aHHBIE ¢ HAyYHOU 001acThio «HpOopMarmonHas
0€30IaCHOCTEY;

- BO3MOJKHbIE TEXHHUECKHE, TEXHOJIOTHYECKUE, COLIUaIbHbIE
yIpO3bl, CBSI3aHHBIE C KOMITBIOTEPHON TEXHUKOMH;

- MepBI COOII0IeHNS HH(POPMALIMOHHOM 0€30MacHOCTH MpH paboTe
Ha KOMIIBIOTEpE;

- BUJIbI HH(OPMAIIMOHHBIX YIPO3, BOZHUKAIOUINX MPH paboTe B
KOMITBIOTEPHBIX CETSX;

- IporpaMMHbIE CPEJICTBA U cepBUCHl IHTepHeT /i o0ecrieueHus
nH(pOpMa-IMOHHON 0€30MaCHOCTH KOMITBIOTEPA;

- crocoObI MU (ppOBaHUS JAHHBIX;

- IPaBOBBIC U 3aKOHOJATEIbHBIE aKThI B 001acTH 00eCTIeUeHHS
MH()OPMAIIMOHHON OE30ITaCHOCTH;

YMETh!

- aQpryMEHTUPOBAHO BHIOMPATh U 3PPEKTUBHO UCIIOIB30BATh
MpOorpaMMHBIE CpeICTBA JIJIsl oOecrieueHrs nHHOpMaImOHHOMN
0€301aCHOCTH KOMITBIOTEPA;

- OIpEeeNsATh ONTHMAIBHBIN HA0OP MPOrPAMMHBIX CPEACTB IS
obecrieueHurs 6e30MmacHOr paboThl HAa KOMITBIOTEPE;

BIIQJICTh:

- cpezcTBamMu obecrieueHust UHHOPMAIIMOHHON 0€30MacHOCTH IPH
paboTe 3a IepCOHANIbHBIM KOMIIBIOTEPOM U B KOMIIBIOTEPHBIX
CeTsX.

HayYHbIMH 00J1aCTAMMU.

ITK-14. Cnioco0eH ycTaHABINBATH COAEPKATEIbHBIC, METON0J0THYECKHEe 1 MUPOBO33PEHYECKHUE
CBSI3M NPeIMEeTHOM 00/1aCTH (B COOTBETCTBHH € NPO(UIEM H YPOBHEM 00y4eHHUsI) CO CMEKHbIMH

neaaroru4ecKmii 1esiTeJbHOCTh

[1K-14.3 ®opmupyer
MEXIUCUUIIIMHAPHBIE CBA3U
MH(POPMATUKHU C peIMETaMU
€CTECTBEHHOHAY4YHOTO LIUKJIA.

3HATh:

- BO3MOXHbIE TEXHUUYECKHE, TEXHOJIIOTMYECKHUE, COLIMAIIbHBIE
YI'pO3bl, CBA3aHHBIE C KOMIIBIOTEPHON TEXHUKOM;

- ciocoObl mKu(pPOBaHUS TAaHHBIX;

- IpUMeHeHue MU(POBAHUS TAaHHBIX B PA3IMYHBIX 0071ACTIAX
€CTECTBO3HAHMS;

YMETh:

- aQpTYMEHTUPOBAHO BBIOMPATH U 2PPEKTUBHO UCIIOIB30BATh
MpOrpaMMHBIE CPEICTBA JUIst 0OecTiedeH s HH()OPMaIMOHHON
0€30MacCHOCTH KOMITBIOTEPA;

BIIAJIETh:

- cpeAcTBaMu obecrieueHus] HHPOPMAITHOHHON 0€30MacCHOCTH ITPH
paboTe 3a MepCOHATBFHBIM KOMITBIOTEPOM U B KOMIIBIOTEPHBIX
CeTsIX.
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4. O0beM IMCUMIINHBI M BUJIbI YUeOHOI padoThI
Bcero | Bocemoit

Bun yae6HO# paboThI 4acoB CEMECTp
KonrakTHasi paGoTa (Bcero) 40 40
JlaGopaTopHbie 40 40
CamocrosiTeibHas padoTa (Bcero) 32 32
Bujbl npoMe:KyTOYHOM aTTeCTAMH

3auer +
OO0masi TPy10€eMKOCTb 4acChl 72 72
OO0masi TPy10€eMKOCTD 3a4eTHbIE eINHUIIbI 2 2

5 Coaep:xxaHue TUCHUILIMHBI
51 Copepxanue pa3aejioB 1M CUUIIIAHBI
Pa3nea 1. IIpo6saembl nHpOPpMALMOHHON 0€30I1ACHOCTH B COBPEeMEHHOM 0011ecTBe:

O6mue Bompockl HHGOpMAMOHHON Oe3omacHOCTH. MHpopManmoHHBIE pecypchl IO
uHpopManMOHHON  Oe3omacHocTH. [IpaBoBBIE  BONPOCHl, CBA3aHHBIE C  HMH()OPMAIMOHHON
6e3omacHocThO. [IpaBoBBIE BIOPOCHI, CBA3aHHBIE ¢ MH(OpMAITMOHHON Oe3onmacHOCThI0. HopMaTuBHBIE
JIOKYMEHTBI, Kacaloluecss TOoCyJapCTBEHHON TaiiHbl. [IporpammHble M amnmapaTHble CpEACTBa,
CBSI3aHHBIE C Yrpo3oil oOecrieuenus uHpopManmoHHONW OezomacHocTu. DoS- u DDoS- ara kak
MHCTPYMEHT OTPaHUYEHUS JIOCTYIA K CETEBOMY pecypcy. KoMmIiekcHas 3ammra ceTeBOro KOMIboTepa
0T MH(OPMAIMOHHBIX yrpo3. bpanamaysp kak amnmapaTHOE M MPOTPaAaMMHOE CPEICTBO OTpaHHYEHUs
noctyna K nHpopmaruu. ConranabHbIe CeTH Kak HH()OpMAIOHHAS yIpo3a.

Paznen 2. IlpakTnyeckue BONPOCHI OPraHU3auMU HH(OPMALMOHHOW 0€30IaCHOCTH B
KOMIIBIOTEPHBIX CeTsX:

[TonsiTue o0 BHJaX BUPYCOB. AHTHUBHpPYCHas 3alllUTa KOMIIbIOTEpa. AHTHBHUPYCHbIE
MporpaMMHBIE cpeicTBa O(GUCHOrO M JomalHero HasHaueHus. [laponpHas 3ammra. ConuanbHas
uHXeHepuss U ee MeTobl. [Iporpammbl mmdpoBaHus NaHHBIX. DIeKTpoHHas Bantora. ColuanbHbIE
ceTH Kak MH(popmanuoHHas yrpo3a. OuibTpanus cereBoro KoHTeHTa. llomuThka mHGOpMalmoHHON
0€30MMacCHOCTH U €€ OpraHu3alys B JOKAJIbHOM CETH.

52. Conep:xanue nucuuiuinnabl: Jladoparopusie (40 4.)

Paznea 1. [Ipo6aeMbl nH(OPMALIMOHHOMH 0€30I1ACHOCTH B cOBpeMeHHOM odmmecTBe (20 u.)

Tema 1. OOmire Borpockl HHPOPMAIIMOHHOM 0€30macHOCTH (2 4.)

HNudopmannonHas 6€30MacHOCTb KaK Hay4yHast obmacte. HampaBnenuss oOecneueHus
MH(GOPMAIMOHHOM 06€301MacCHOCTH B COBPEMEHHBIX YCIOBUSX.

Tewma 2. UndopMmaninonHsie pecypchl o HHGOPMAIIMOHHON 0€301acHOCTH (2 4.)

O6mue Bompocel HH(pOpManMoHHOM Oe3onmacHocTu. MHpopManmoHHble pecypchl MO
MH(}OPMAIIMOHHON OE30MMaCHOCTH.

Tema 3. IlpaBoBble BONPOCHI, CBsI3aHHBIE C WH(GOPMAIMOHHON Oe30macHOCThIO (2 4.)
IIpaBoBOE peryianpoBaHue B 06JacTi HHPOPMALMOHHOM O€30MaCHOCTH.

3aKOHBI O MIPECTYIUICHUSAX B chepe MHPOPMAIIMOHHBIX TEXHOJIOTHH.

ABtopckoe npaso. IIytn gokasaTenbcTBa aBTOPCTBA.

Tema 4. TIpaBoBBIC BOIPOCHI, CBSI3aHHBIC ¢ HHPOPMAIMOHHON 6e30MmacHOCThIO (2 4.)
WNuTennexryanbHas coOCTBEHHOCTh. CHOCOOBI 3allIUThl MHTEIUIEKTYalbHOW COOCTBEHHOCTH.
JIM1ieH3nOHHOE MTPOrpaMMHOE 0OecTieueHHE.

KoMmnproTepHOE TUPATCTBO U 3aKOHOAATEIbHAs OTBETCTBEHHOCTD 3a HETO.

Tema 5. HopmaTuBHBIE [NOKYMEHTHI, KacaroIIMeCs TIOCYAApCTBEHHOW TaiHbBl (2 4.)
l'ocynapcrBenHass TaiiHa. OTBETCTBEHHOCTh 3a pasMIallEeHWE TIOCYJapCTBEHHOM TalHBI.
Cocrosnue 3akoHoaarenbcTBa PO B o0macTu coxpaHeHHs TOCYAapCTBEHHOM TalHBI.

[Ipumeps! HapyLIeHHs TOCYJapCTBEHHOMN TailHBI.

Tema 6. IlporpamMHBIE M anmapaTHble CpEACTBA, CBS3aHHBIE C Yrpo3od obecreueHus
nH(popMaloHHON 6e3omacHocTH (2 4.)
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HecankunoHMpoBaHHBIM JOCTYyNl K amlapaTHbIM CpEACTBaM KOMIIBIOTEpA M CpENICTBa
OTPaHUYEHUS TOCTYIA.

B3niom skpannoii 3actaBku Windows u napoist BIOS. Crioco0b1 mpe1oTBpalieHus B3jioma.

B3iiom onepanuoHHON cHcTeMBl TOCpencTBOM Hocutenedl uHpopmaruu. CrocoObl 3aIluTHI
Orpanunuenue nocryna k USB-nakonuTessiMm.

Pasrpannuenue nocTyna B JIOKQJIBHBIX CETAX. B3J0M y4YeTHBIX 3alMced IOJIb30BaTEICH
JoKanbHOM cetu. Crioco0bl MpeoTBPAllEHUs B3JI0Ma.

Tema 7. DoS- u DDoS- aTtaku kKak MHCTPYMEHT OIPaHUUYEHHUS IOCTYIIa K CETEBOMY pecypcey (24.)

Texnonorust mpoBeaenusi DoS- um DDoS- arak (mepenampaBieHue Tpaduka, HaBsS3bIBAaHHUE
JUTMHHOM CETeBOM MACKH ).

Cnoco6sl npenorpamenus D0S- m DDoS- artak. [laccuBHas u akTHBHas o0OpoHA TP
3aIUT cepBepa OT aTak.

[TporpamMMmHBbIe cpecTBa U HHGOPMAITMOHHBIE PEeCYPCHI JUIst oTpakenuss  DOS- m DDoS-
arak. Tema 8. KomriekcHas 3amura ceTeBOro KOMIbIOTepa 0T HHPOPMAIIMOHHBIX YTpo3 (2 4.)

[TpoGieMbl  BBIOOpAa 3alIMTHOTO MPOTpaMMHOTO obOecrmeueHusi. CalThl ¢ Oec-TUIaTHBIM
IPOrpaMMHBIM 00eCTieYeHHEM M0 3alIUTE KOMITBIOTEPA.

XaKUHT ¥ AaHTUXAKUHT. XaKePCKUE TEXHOJIOTUU.

0O0630p IpOrpaMMHBIX CPEJACTB AJIS 3aLIUTHl O0BEKTOB ONEPALIMOHHON CUCTE-MBI.

Tema 9. bpannMaysp Kak anmapaTHO€ M IPOIPaMMHOE CpPEACTBO OTpaHUYEHHUs [OCTyna K
nHpopmanuu (2 4.)

bpanamaysp (MexcereBoit dkpan, firewall) n ero HazHadeHwe. TEXHOJOTHS OTpPaKCHUS
aTta OpaH/aIMay3poM.

Hacrpoiika Bctpoennoro Opanamayspa Windows.

XapakTepUCTUKH CHELHAIU3UPOBaHHbIX OpaHaMmays3poB. Kpurtepunu orbopa OpanamayspoB s
MIPaKTUYECKOIO UCIOJIb30BaHUS.

Tema 10. IlporpammHble cpencTBa KOMIIbIOTEpAa IO OOHAPYKEHHUIO HECAHKIIMOHUPOBAHHOTO
BTOP>KEHUS U 3alUTE OT BTOpP>KEeHUs (2 4.)

ConmanpHass ceTh KaK HMHCTPYMEHT cOopa HWH(QOpPMAUH O TpaKIaHUHE.
WHunuupyemble 1 HE MHULMUPYEMbIE IOJIB30BATENEM YIPO3bl B COLMAIBHBIX CETAX.
Mepsb! 3a1MTHI OT HHOPMAIIMOHHBIX YTPO3 B COI[UAIIBHOM CETH.

Paznes 2. [IpakTnyeckne BONPOCHI OPraHU3anuy HH(POPMALMOHHOI 0€30NaCHOCTH B
KOMIIBIOTEPHBIX ceTsX (20 4.)

Tema 11. [lonsiTve o BuAax BUPYCOB. AHTUBHpPYCHAs 3aluTa KoMibioTepa (2 4.) KomnbroTepHble
BUpYC: ONpeiesieHue, IpUpojia BOSHUKHOBEHHUS.

CniocoObl onaianus BUPYCOB B KOMIIBIOTEPHYIO CUCTEMY.

Knaccugukanus BupycoB. CiocoObl 3allIUTHI OT BUPYCOB

Tema 12. AHTUBUpPYCHBIE TPOrPAMMHBIE CPEACTBA OUCHOTO U JOMAIITHET0 Ha3HauyeHus (2 4.)

BpenonocHoe nporpaMmMHoe 00OecledeHne U IyTU €ro MOMNaJaHus B KOMIBIOTEp M10JIb30BaTEs.
KomneloTepHast pexiama Kak HHCTPYMEHT 3apa)KeHHsI KOMIIbIOTepa. PyTKUTEHI.
KnaBuaTtypHble MINHOHBI (KEHIOTTEPHI).
@YHKIMOHAIbHBIE BO3MOKHOCTH aHTUBUPYCHBIX MPOTpaMMHBIX CpeAcTB. OHIaliH aHTUBUPYCHI
Sms-6toxeps! u MeToab1 00prObI ¢ HUMH. Tema 13. IaponpHas 3amuTa (2 49.)

[Taposne Kak CpeACTBO OrpaHUUYEHHS JOCTYMA K pecypcy. TpeboBaHus K BEIOOPY Hapodis.
XpaHuTenu naposnei.
[Tporpammsel BoccTanoBiieHus (B3noMa) naposieid. bpyrdope Tema 14. ConmanbHas MHXKEHEpHS U

ee MeToibl (2 4.)

O0630p METOI0B COLMATBHOM UHKEHEPHH.

MeToabl U METOAMKH TICHUXOJIOTHYECKOrO BO3ACHUCTBHUS Ha JUYHOCTh (YHUBEPCAIBHBIM CeaHC
CBSI3U, COOOIIIEHNE O MPOBEPKE MOUYTHI, COOOIIEHNE OT UMEHH aJIMUHICTPATOPa, KBUTAHIUS O TIOCTaBKe,
obnuyeHue u ap.).

AHTpOTIOTeHHBIE HHCTPYMEHTHI 3alIUTHl OT METOJOB COLMAIBHOW WH)KEHEpUH (IIPHUBIICYCHUE K
BONpocaM 0€30MacHOCTH, U3yYeHHE U BHEJIPEHHE HEOOXOIUMBIX METOJOB U JEHCTBHHA IS MOBBIIICHUS
3alIUThl HH(OPMAIIMOHHOTO 00eCIIeUeHus ).
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OOpaTHas counanbHasi HHKEHEPHUS.

Tema 15. CounanbHas UHXKEHEPUS U €€ METOIbI (2 4.)

DapMUHT KaK HHCTPYMEHT CKPBITOTO TIEPEHAIIPABIICHUS Ha TOACNIbHbIC CalThl. DUIINHT U
BUIITUHT KaK HHCTPYMEHT MOJTyYeHUs KOH(PUACHIMaTbHON nHpopMaruu. MoleHHrnuecTBO B IHTEepHEeTE.
[TpaBuia nmoBeneHus moyib3oBaTenei B cetn HTepHeT pu padore ¢ nHPOPMALMOHHBIMH

pecypcamu.

Tewma 16. ITporpammsel mudpoBanus TaHHBIX (2 4.)

[MudpoBanre TaHHBIX U €r0 Ha3HAYCHHUE. ANTOPUTMBI U CTAaHAAPTHI U (PPOBAHUSL.
ApxuBupoBanue (GaiijoB ¢ HapojieM Kak HHCTPYMEHT 3alIUThl OT HECAHKIIMOHUPOBAHHOT'O JIOCTYTIA.
Kpunrorpadus u ee Mmetoas! mudppoBaHust ”HGOPMALIUH.

BoccranoBnenue jaHHbIX. I'pamotHOE yaaaeHue uHbopMauu c KOMIIBIOTEDPA.
Criennanu3upoBaHHbIE TPOrPaMMHBIE CPEICTBA MO YAAJICHUIO.

Tema 17. DnexkrpoHHas BamoTa (2 4.)

DnekTpoHHas HAMUYHOCTh. O030p MIIaTeXHbIX OHJIAWH-cucTeM. OnacHocTH ipu padoTe ¢
ANEKTPOHHOU HATTUYHOCTHIO.

[TpoGnemsl anekTpoHHOM oraTel. CriocoOs! 3apadoTka B IHTEpHETE.

Tema 18. ConmanbHble ceTy Kak HHPopMaloHHas yrpo3a (2 4.) ConuanbHas ceTh Kak
UHCTPYMEHT cOopa nHpOopMaIuu O rpaxaanruHe. HunuupyeMble 1 He MHUITMHPYEMBbIE MOJIb30BaTelIeM
YIpO3bI B COIMATBHBIX CETSIX. Mephl 3aIUThl OT HH()OPMAITMOHHBIX YTPO3 B COLMAIBHOMN CETH.

Tema 19. ®GunpTpanus ceTeBoro KoHTeHTa (2 49.)

KomneroTepHbie mporpammbl GUIbTpaluu 0T HHGOPMALMOHHBIX YTPO3
Nutepnera. CriocoOs! ¢punbTpaius AaHHbIX. [IporpaMmmMbl KOHTEHTHOU (QUIBTPALIUH.

Tewma 20. ITonutrka nHGOPMAITMOHHONW O€301TACHOCTH M €€ OPTaHM3allUs B JIOKATLHOHN ceTH (2

q.)

Hactpoiika 6e30macHOCTH rpynIoBoi padoThl ¢ HH)OPMAIIMOHHBIMU PECYpPCaMH B JIOKAJIbHOU
ceTu. JIokanbHas NoJUTHKA 0€3011aCHOCTH. ABTOpU3aLIUs U €€ 3a/1a4H.

HacTtpoiika aynuTa cereBbiX pecypcoB. Pabora ¢ xypHagoM 6e30macHOCTH.

3amuTa T0KanbHOU ceTH OT B3joMa. CHudduHr.

6. Ilepeyenn y4eOHO-MeTOAMYECKOr0 00ecneYeHusi A1l CAMOCTOSITeIbHON PadoThl
o0yuyarumuxcst Mo JUCHHUILIMHE (pa3aeny)

6.1 Bonnpoch! M 3agaHusi VI CAMOCTOSITEIbHON PadoThI

Bocbmoii cemectp (32 4.)
Pa3nea 1. [Ipo6aeMbl nH(OPMALIMOHHOMH 0€30IIACHOCTH B cCOBpeMeHHOM odmmecTBe (16 4.)
Bun CPC: *BrinonHenrne HHAUBUYaTbHbIX 3aJaHUI

[ToaroToBKa CUTYyaIMOHHBIX 3a/1a4 O MHPOPMAIIMOHHON 0€30ITaCHOCTH Ha OCHOBAHUHU CTaTen
COOTBETCTBYIOIIMX 3aKOHOB U HOPMATUBHBIX akTOB P®D. Bo3MOXHBIE pa3aebl:

Paznen «KABTOPCKOE ITPABO» T K P® 4. IV:

Cratbs 1255. ABTOopckue npasa

Cratbs 1256. JlelicTBrE UCKIIOYUTEIBHOTO ITpaBa Ha IPOU3BEACHUS HAYKH, TUTEPATYPhI U
HCKycCTBa Ha Tepputopuu Pocculickonn @enepannu

Crartbs 1265. IIpaBo aBTOpCTBA U MPABO aBTOPA HA UMSI

Cratps 1266. [IpaBo Ha HEMPUKOCHOBEHHOCTh MPOU3BEICHUS U 3alllUTa TPOU3BEAECHUS OT
HCKa)KCHUI

Cratbs 1267. OxpaHa aBTOpPCTBa, UMEHU aBTOpPa U HEMTPUKOCHOBEHHOCTH ITPOU3BEACHHUS
MocJie CMEpTH aBTopa

Crarbsa 1270. UckirountensHOE IPaBo HA MPOU3BEICHHE

Cratbs 1274. CB0601HOE UCTIOIB30BaHUE POU3BEICHUS B MHPOPMAIIMOHHBIX, HAYUHBIX,
Y4EOHBIX WM KYJIbTYPHBIX LEIISAX

Cratbs 1286. JInLIeH3MOHHBIN JOTOBOP O IMPEJOCTABICHUH IIPaBa UCIIOJIb30BaHUS
npousBeneHus Crarpsa 1286.1. OTKpeITas IUIEH3USA HA UCIIOJIB30BAHUE IPOU3BEICHUS HAYKH,
JIUTEPATyphl NN UCKYCCTBA
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Cratpsa 1290. OTBETCTBEHHOCTH 1O JOTOBOPAM, 3aKJIFOYAEMbIM aBTOPOM MPOU3BEICHUS
Cratps 1295. CnyxebHOe npou3BeieHIEe

Cratbs 1296. IIpousBenenus, Co31aHHBIE 10 3aKa3y

Cratbs 1297. IlpousBeneHusi, CO3IaHHBIC TTPH BBHITIOTHEHUH PaOOT 10
noroBopy Cratbs 1299. TexHuueckue cpecTBa 3alllUThl aBTOPCKUX TPaB

Cratps 1301. OTBETCTBEHHOCTD 32 HAPYIICHUE UCKIOYUTEIBHOIO IIpaBa Ha MPOU3BEICHUE

Crartps 1302. OGecrnieueHue UCKa 1o AejiaM 0 HapyIIEHUH aBTOPCKUX
npaB YK PO®:

Cratbs 146. Hapyiienre aBTOPCKUX U CMEXKHBIX IIPaB

Crares 147. Hapymenue n300peTaTenbCKuX U MATCHTHBIX
npaB KoAIl PO:

Crarbs 7.12. HapymieHne aBTOPCKHX UM CMEKHBIX TIPaB, H300peTaTEIbCKUX U MATEHTHBIX
npaB @3 PO «O06 aBTOPCKOM NpaBe U CMEXKHBIX IIPaBaAX»:

Cratbs 17. IIpaBo mocTyma K mMpou3BeACHUSAM H300pa3uTEIbHOTO UCKyccTBa. [1paBo
CIIEIOBaHUS

Cratbs 26. Bocripou3BeeHre Mpou3BeACHNS B TUYHBIX LEsIX 0e3 coryiacusi aBTopa C
BBIIUIATOM aBTOPCKOTO BO3HATPAKICHUS

Cratps 39. Hcnonb3oBanue (hOHOrpaMMBbI, OITYOJTMKOBAaHHON B KOMMEPYECKHX LIEJsIX, 0e3
coryiacus Mpou3BOUTENS (POHOTPaAMMBbI M HCTIOTTHUTEIS

Cratbs 48. HapyiieHue aBTOPCKUX U CMEXHBIX paB. KoHTpadaKkTHbIE 3K3eMILISPbI
Mpou3BeIeHUS U (POHOTPAMMBI

Cratbs 49. I'paxk1aHCKO-TIPaBOBBIE CIIOCOOBI 3aIIUTHl aBTOPCKOT'O IPaBa U CMEKHBIX
npaB Paznen «MHTEJUIEKTYAJIbHASA COBCTBEHHOCTDb»

'K POD:

Cratbs 1246. I'ocynapcTBeHHOE peryinpoBaHie OTHOLIEHUH B cepe MHTEIUIEKTyallbHOMI
COOCTBEHHOCTH

YK P®

Cratbs 159.6. MomenHnyecTBo B cepe KOMIbIOTEpHOU HH(popManuu

Pazzen «([TPECTVYIIJIEHNS B COEPE KOMITBIOTEPHOM NTHOOPMAIN» YK PO

Cratbs 272. HenpaBoMepHBIi 10CTYI K KOMIIBIOTEPHON HH(POPMALIUN

Crates  273. Co3nanue, UCIOJIb30BaHUE UPACTIPOCTPAHEHHE BPEAOHOCHBIX KOMITBIOTEPHBIX
IIPOrpaMM.

Cratbs 274. Hapyuienue npaBuil 3KCILTyaTalluu CPEACTB XpaHEHUs, 00pabOTKU WK Niepe1aun
KOMITbIOTEPHOU MH(pOpMauu U UHPOPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHBIX CETel

Pazzen «[IPECTYIIJIEHUS IIPOTUB I'OCYJIAPCTBEHHOM BJIACTU»

3akoH P® «O rocynapcTBeHHON TaitHEe»

Crartbs 5. [lepeueHs cBeieHMI, COCTABIAIOIUX FOCYIapPCTBEHHYIO TallHY

Cratbs 16. BzaumHas nepeiaua cBeJIeHUH, COCTaBISIIOIIMX TOCYJapCTBEHHYIO TaliHy, OpranaMu
roCylapCTBEHHOM BJIACTH, IPEANPUITHIMH, YUPEKICHUSIMI U OPraHU3alusIMU

Crarbs 19. 3amura cBeIeHNH, COCTABIISIIOIIUX I'OCYJaPCTBEHHYIO TallHY, IPU N3MEHEHUHN
¢byHKIMH CyOBEKTOB MPaBOOTHOILICHHH

Cratps 21. Jlonmyck JOJKHOCTHBIX JIUI U TpaXkAaH K rOCyIapCTBEHHOM
taifHe CtaThs 21.1. OcoOblil MOpAI0K J0MycKa K rOCyJapCTBEHHOM TaiiHe

Crarbs 22. OcHOBaHUsA UIsl OTKa3a JOJDKHOCTHOMY JIMILY MJIM TPaXKIAHUHY B TIOICKE K
roCy/1apCTBEHHOM TaiiHE

Cratbs 24. OrpaHndeHus IpaB JOJHKHOCTHOTO JIMLA I IPaXIaHNWHA, JONYIIEHHBIX WK paHee
JOMYCKaBUINXCS K TOCYAAapCTBEHHON TaliHe

Cratbs 26. OTBETCTBEHHOCTb 3a HapyllIeHUE 3aKoHo1aTenbeTBa Poceuiickoit denepanuu o
roCyZapCTBEHHOW TaliHe
VYK PO:

Cratpa 283. Pasrnamenue rocyaapctBeHHOM TaitHbl Ctaths 275. ['ocynapcTBeHHAs U3MEHa
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Crarbs 276.
[nnonax KoAIl P®:

Craresa 7.31. Hapyuienne nopsiaka BEIEHUs peecTpa KOHTPAKTOB, 3aKJIIOUEHHBIX 3aKa3uMKaMH,
peecTpa KOHTPAKTOB, COJEPXKAILIEr0 CBEACHUSA, COCTABIAIONIME TIOCYNApCTBEHHYIO TaiiHy, peecTpa
HEJT0OPOCOBECTHBIX MOCTABIIMKOB (TIOAPSTUYMKOB, UCIIOJIHUTEIICH )

ANroputm pa3paboTKH 3a1a4u:

1. Bb10paTh ¥ U3yUUTh CTAaThIO U3 HOPMATUBHOI'O aKTa.

2. [Tpoananu3upoBaTh MaTepuaibl caiiToB, Hampumep, hitp://itsec.ru, va npeamer
HaKa3zaHWs 3a HapylIeHus B chepe nHPOpMAIIMOHHON 0€301MacHOCTH.

3. Pa3paboTarhk cUTyallMOHHYIO 331a4y M IPUBECTHU €€ PEIICHHE C YKa3aHUEM HOPMATHBHBIX

aKTOB, Ha KOTOPBIE OCYIIECTBIISIACH OMOPa.

[Tpumep 3anaum:

I'paxxnanun MBaHOB co3ia)l aHTUBHPYCHOE MPOrpPaMMHOE CpPeACTBO MoJ HazBaHueM « EFVIvy
3aperucTpupoBai Ha Hero cBou mpasa. 20.09.2017 3TOT rpaxaaHUH 3aKJIIOYMUIT JOTOBOP ¢ KOMITAHUEH
«Saransk-IT» u mepenan cBOM HMMYIECTBEHHBIC MpaBa HA PACHpPOCTPAHEHUE CBOETO MPOTPAMMHOIO
MPOJYKTa CPOKOM Ha onuH roj. [Tocne 3akmrodenus noroBopa kommanus « Saransk-1T» nepenpoma mis
pacnpoctpaneHus Bepcuto nporpammsl « EFVIvy apyroit komnanuu 6e3 Begoma aBTopa.

Nmeer nmu mMecTo B JIaHHOW CHUTyallud HapyIIEHHWE aBTOPCKOrO MpaBa IpakIaHUHA
WBanosa?

Pemenue.
Cormnactao Crateu 1270 'K PO:

ABTOpY MPOW3BEICHUS WM MHOMY TPaBOOOIAATENI0 MPUHAIICKHUT UCKITIOYUTEILHOE MPABO
MCIIOJIb30BaTh IPOU3BEICHUE B COOTBETCTBHH cO cTatheil 1229 Hacrosmiero Konekca B mro60i hopme u
JMOOBIM HE MPOTUBOPEYAIIMM 3aKOHY CIIOCOOOM (MCKIIFOUUTEIILHOE IPAaBO Ha MPOU3BEICHHE), B TOM
guciae crnoco0amu, YKa3aHHBIMM B IIyHKTe 2 Hacrosimied ctatbu. [IpaBooOmanareinb MOKET
pacropsKaThCsl UCKITIOUUTEILHBIM TIPABOM Ha IPOU3BEICHHE.

2 Hcnonb30BaHWeM  TPOM3BEACHUS  HE3aBUCHMMO OT  TOTO, COBEPIIAOTCS  JIA
COOTBCTCTBYIOIIUE HeﬁCTBHH B LCIAX HU3BJICUYCHUSA HpI/I6BIJ'II/I i 0e3 Taxkou noejanu, CYuTacTCs, B
JaCTHOCTH:

2) pacnpocCTpaHEHHE MPOM3BEIEHUS IyTeM IMPOJAXU WU MHOTO OTUYKJEHHUS €ro OpUruHaia
1501058 3K3€MHJ’I${pOB;

TakuMm oOpa3om, B JaHHOM ciy4ae MMEET MECTO HapyIIEHHE aBTOPCKOTO MpaBa TpaKIaHHHA
HBanoBa.

Bun CPC: *[ToaroroBka Kk TeCTUPOBAHUIO.

Turosele BONpPOCH! TECTA:
1. Yro Takoe 3ammra uHpopmarumn?
1) 3amuTa OT HECAHKIIMOHUPOBAHHOTO JI0CTyNa K HH(GOpMaIuy;
2) BBIITYCK OPOHMPOBAHHBIX KOPOOOUEK IS TUCKET;
3) KOMIUIEKC MEPOTIPUATHI, HallpaBJIEHHBIX Ha oOecreueHne HHPOpMaIMOHHON 6€301acHOCTH.
2. K kakoii rpymnme mep 1o 3amure HHGopMauy OTHOCUTCS K (poBaHue HHPopManuu?
1) opranu3aMOHHBIM;
2) TEXHUYECKUM;
3) annapaTHBIM;
4) mporpaMMHBIM.
3. VkaxxuTe NPUHIMIBI CO3/1aHNs KOMIUIEKCHONW CUCTEMBI 3aIlIUThl HHPOPMAIIUH:
1) HeUu3MeHHOCTH;
2) MpO3pavyHOCTH;
3) MOAYIBHOCTH;
4) panMoHaIBHOCTH;
5) HOCTYITHOCTH.
4. BHeltHue TeXHOT€HHBIE YTPO3bl THPOPMAIIMOHHOMN 0€301acHOCTH 00YCIIOBIIECHBI:
1) cpeacTBamMu CBSI3M U IOMEXaMHU OT HHX;
2) 6J1M3KO0 pacnoioKEHHBIMU OMTACHBIMU MPOU3BOACTBAMY;
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3) HEKa4eCTBEHHBIMU POrPaMMHBIMU CPEJCTBAMU;

4) B3aMOJICHICTBUEM TEXHUYECKUX CPEJICTB.

5. K kakoii rpymme yrpo3 nHGOpMaIMOHHON 0€30MacHOCTH OTHOCSITCS OIIMOKH MTPOTPAMMHOTO
obecneuenus’?

1) cruxuiineie;

2) TeXHOTCHHBIC;

3) aHTPONOreHHEIE.

Pa3zgea 2. [IpakTudeckue BONPOCHI OpraHu3anun HHGOPMANMOHHOMN 0€30IMaCHOCTH B
KOMIIbIOTEPHBIX ceTsax (16 4.)

Bun CPC: *BsinonHeHre MHANBUIYATbHBIX 33JaHUI

CXEMA O®OPMIJIEHHA OIIMCAHUA TIPUWJIOXHEHUA JJIA  OPTAHU3ALIMA
MHO®OPMAILIMOHHOM BE3OITACHOCTU HA KOMITbIOTEPE

O6mue ceeaenus (20 6anmoB) Hazpanue npuiioxeHus:

IIpousBouTens:

CailT npou3BOIUTENS:

HeobxoaumMocTh HHCTAILIAIIUN (1a/HET)

TpeboBaHus K onepaliiOHHON cucTeMe U ammapatHeiM pecypcam [1K:

Oo6HoBNeHUE (PyYHOE/aBTOMATHIECKOER)

Tun npunoxenus (6ecriaTHOE, YCIOBHO-0ECIIaTHOE, JINLIEH3UOHHOE)
OYHKIIMOHATBHBIE BO3MOKHOCTH:

Onucanue npunoxenus (35 6amioB) CKpUHIIOT TPUITOKEHUS

Ornucanue MyHKTOB MEHIO nprioxenus Hacrpoiika npuioxenus (45 6aion)
Onucanvie HACTPOWKH MPHIIOKEHUS Ha padoTy

Onucanue 5TanoB padoOThI ¢ IPUIIOKEHUEM 110 00ecrieueHn 0 HH(DOPMAIIMOH-HOW O€30MacHOCTH
Ha KOMITbIOTEPE

CrnucoK NpUIOKEHHH I PpAaCCMOTPEHUS

MeskceTeBbie SKpaHbl (CO BCTPOCHHBIM U 0€3 BcTpoeHHoro anTuBupyca) AVG Internet Security

ViPNet Personal Firewall

BitDefender Total Security

Norton InternetSecurity

F-Secure InternetSecurity Antiy GhostBusters

eScan Internet Security Suite Agnitum Outpost

Firewall Pro Jetico Personal Firewall

Core Force Privatefirewall

PC Tools Firewall Plus

[Iporpammbl MpOaKTUBHOM 3aIIUTHI U 3AIUTHI OT IIMUOHCKUX

nporpamm

WinPatrol

Ad-Aware

SUPERANtiSpyware

Spyware Doctor

AVZ

Windows Defender

Spybot - Search &Destroy

Spyware Terminator

HijackThis

Spy Sweeper

SpywarBlaster

CucreMbl 0OHAPYKEHUST BTOPIKCHHUSI
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Anti-keylogger
Protector Plus
MOJXHO BBIGPATH CBOU ITPOTPAMMHBIE CPEJICTBA, HE YKA3AHHBIE BBIIIIE!

Bun CPC: *IToaroroBka K TECTUPOBAHHUIO.

TunoBble BONPOCHI TecTa:

1. VI3 npuHuuna pa3Hoodpasus 3alluTHBIX CPEACTB CIEAYET, UTO:

1) B pa3HBIX TOYKaX MOAKIIOYCHHUS KOPIIOPATUBHOM ceTH K Internet HEOOXOAMMO yCTaHABIMBATH
pa3Hble MEXKCETEBbIC IKPAHbI;

2) KXYy TOYKY MOJKIIIOUEHUS] KOPIIOPATUBHOM ceTH K Internet HeoOXo1uMO 3aIuIIaTh
HECKOJIbKUMH BUIAMHU CPEJICTB OE30M1aCHOCTH;

3) 3alUTHBIE CPEJICTBA HY)KHO MEHSTh KaK MOKHO Yallle.

2. [1pu ananu3e CTOUMOCTH 3aLIUTHBIX MEP CIEAYET YUUTHIBATh:

1) pacxozpl Ha 3aKyNKy 000pYyJOBaHUS;

2) pacxo/ibl Ha 3aKYIIKY MIPOrpaMM;

3) pacxo/iel Ha O0y4YeHHUE TIepCOHANA.

3. O6ecrnieuenne nHGOpMaAITMOHHOW 0€30IMaCHOCTH 3aBUCHUT OT:

1) pykoBoJicTBa OpraHHU3alluii;

2) CUCTEMHBIX U CETEBBIX aJIMUHUCTPATOPOB;

3) mosib30BaTeENCH.

4. Opranuzanus J10JKHa 00ecredyuTh HHPOPMHUPOBAHUE U 00yUYEeHUE COTPYTHUKOB:

1) uto6s1 pykoBOMTEMHM M IONb30BaTeny MC 3HAIM 0 PHCKaX, CBA3AHHBIX C UX JEATENTBHOCTBIO, U
0 COOTBETCTBYIOIIMX 3aKOHAX, HOPMATUBHBIX aKTaX, PYKOBOASAIIUX JTOKYMEHTaX, CTaHAapTax,

MHCTPYKIUSAX U T.I1.;

2) 4T0OBI TIEPCOHAT UMET JOJDKHYIO MPAKTUYCCKYO TIOJITOTOBKY JJISI BBITOJIHCHUS 0053aHHOCTEH,
CBSI3aHHBIX ¢ HH(GOPMAITMOHHOHN 06€30M1aCHOCTHIO.

6. B utane pearupoBaHus Ha HapyIIeHUs HH()OPMAIMOHHON O€30IMaCHOCTH OpraHU3aIus JOJDKHA!

1) co3maTh JCHWCTBYIONIYIO CTPYKTYpY [UIS pEardpoBaHHMs Ha WHIMICHTBI, HUMEsS B BHUIY
aJICKBaTHBIC ITOJATOTOBUTEIIBHBIC MEPOIPHATHS, BBIABICHUE, aHAIW3 M JIOKAJTU3AIUI0 HAPYIICHUH,
BOCCTAHOBJICHHE I1OCJI€ UHIIUCHTOB U 00CITy>KMBaHHE 00OpaIleHU TTOJIb30BaTENeH;

2) obecIeunTh MPOCICKUBAHIE, JOKYMEHTUPOBAHKUE U COOOIIEHUE 00 HHITH/ICHTAX,
COOTBETCTBYIOIIUM JOKHOCTHBIM JIMIIAM OPTaHHU3aIMH U YIIOJTHOMOUYEHHBIM OpraHaMm.

7. TemaTnka KypcoBbIX padoT(IPOEKTOB)
KypcoBbie paboThl (IPOEKTHI) MO TUCHUIUIMHE HE IPEYCMOTPEHBI.

8 OueHo4HbIE cpeAcTBa
81 KommnereHuuu u 3Tansbl GopMUPOBAHUSA

Ne  |Ouenounsle cpeacTaa Komnerenmnuu, stans! ux
n/n dbopmupoBaHus

1. |IIpenmeTHO-METOAUMYECKUN MOIYIb I1K-11, I1IK-14

2. | YueOHo-uccnen0BaTeIbCKU MOIYIb [K-11, I1K-14

82 Tloka3aTe/id  KPUTEPUH OLEHNBAHUSI KOMIETEHIHIA, IIIKAIbI OIleHUBAHUS

[Ikana, KpUTEpUH OLIEHUBAHUS U YPOBEHb C(HOPMUPOBAHHOCTH
KOMITCTCHITHH
2 (He 3a4TeHo) HIKe |3 (3a4TEHO) MOPOTOBEIN | 4 (3a4TeHO) 0a30BBIi 5 (3auTeHo)
IIOPOrOBOTO MOBBIIICHHBIN

I1K-11 CriocoGeH ucnobp30BaTh TEOPETUUECKHE U TPAKTUYECKHE 3HAHUS [ TOCTAHOBKH U
peLeHHsI UCCIIE0BATENbCKUX 3a/1a4 B IPEAMETHOM 001acTH (B COOTBETCTBUU C PODHIIEM U
ypOBHEM 00y4yeHHs) 1 B 007acTH 00pa30BaHUs
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oOyueHus

1 B 00J1acTH 00pa3oBaHUsI.

[IK-11.1 Ucnonp3yeT TeOpeTUYECKUE U TPAKTHUECKUE 3HAHUS JJIsI TOCTAHOBKHU U PELICHUS
UCCIIEIOBATENBCKUX 33a]au B PEIMETHON 00JIACTH B COOTBETCTBUH € IPOHIIEM H YPOBHEM

He cniocoben
Hcnonb3yer
TEOPETUYECCKHE U
MIPAKTUYCCKIE 3SHAHMS
JUTS IOCTAHOBKH U
pelieHus
UCCIIEIOBATEIbCKIX
3aj1a4 B MPEIMETHON
o0nactu B
COOTBETCTBUHU C
npoduIeM u ypoBHEM
oOydeHus u B o0nacTu
o0OpazoBaHwUs.

B nienom ycnemHo, HO
6eccrucTeMHO
Ucnonb3yer

TEOPETUIECKHE U
MIPAKTUYECCKUE 3HAHMS
JUTSI TIOCTAHOBKH U
pelieHus
HCCJIEIOBATEIIBCKUX
3aJa4 B MPeIMETHOM
obJsactu B
COOTBETCTBUH C
npoduiieM 1 YypOBHEM
oOydeHus U B 00JaCTH
o0OpazoBaHwUsI.

B nenom ycnemso, Ho
C OTAEJIbHBIMU
HeZ04YeTaMu
Ucnonb3yer
TEOPETUYECKHE U
MPAKTUYECKHE 3HAHUS
JUISI IOCTAHOBKH U
pelieHus
HCCJIEIOBATEIBCKUX
3a/1a4 B IIPEAMETHOU
obnactu B
COOTBETCTBHUH C
npoduieM 1 ypoBHEM
oOyueHus u B o0nactu
o0pa3zoBaHusl.

Crioco0OeH B TIOJTHOM
ooweme Hcnonbiyer
TEOPETUYECCKHE U
MPAKTUYECKUE 3HAHUS
JUTSI TIOCTAHOBKH H
pelieHus
UCCIIEIOBATEIhCKUX
3aja4 B MPEIMETHON
o0ractu B
COOTBETCTBHH C
npoduiiemM 1 ypoBHEM
oOydeHus U B o0acTu
oOpa3oBaHHs.

COOTBCTCTBUH

¢ mpoduiieM U ypOBHEM OOYUICHHS M B 00JIACTH 00pa30BaHU.

[TK-11.2 IIpoekTupyet u pemiaeT ucciae0BaTeIbCKUe 3aaun B IpeIMETHON 001acTH B

He cniocoben
[IpoekTHpyeT ¥ pemaet
UCCIIEIOBATEIIbCKHUE
3aJ]auu B MPEIMETHON
o0yracTu B
COOTBETCTBHH C
npodusieM U ypoBHEM
oOyueHus u B o0nacTu
o0Opa3oBaHUsl.

B nenom ycnemso, HO
OeccrucTeMHO
[IpoekTupyer u pemaer
UCCIICIOBATEIIbCKHE
3a/1a4 B IPEAMETHOU
obJacTtu B
COOTBETCTBHUH C
npouiieM U YpOBHEM
oOyueHus u B o01acTu
o0Opa3oBaHmUsl.

B nenom ycnemso, HO
C OTJEJIbHBIMU
HeJ04YeTaMu
[IpoekTupyer u pemaet
UCCIIEIOBATEIIbCKUE
3a/1a4y B IPEAMETHOU
obsactu B
COOTBETCTBHUH C
npoduiieM U ypoBHEM
oOyueHus u B o0acTu
o0pa3zoBaHwUsl.

CnocobeH B OJIHOM
oobeme [Ipoektupyer u
pemaer
UCCIIEIOBATEIILCKUE
3a/1a4u B IPEIMETHOMN
o0JjacTu B
COOTBETCTBUH C
npouieM U YpOBHEM
oOyueHus u B o01acTu
o0Opa3oBaHMUsl.

HAYYHBIMH
oOJactamMu

I1K-14 Crocoben YCTAaHABJIMBATL COACPIKATCIIbHBIC, MCTONOJIOTHUCCKHUE U MUPOBO33PCHUCCKUC
CBA3U HpeHMeTHOﬁ obiactu (B COOTBCTCTBHHU C HpO(l)I/IJ'ICM " YPOBHEM 06yquH;1) CO CMCXXHBIMHA

[1K-14.3 ®opMupyeT MeXIUCHUITIIMHAPHBIE CBA3H UH(DOPMATHKH C TIPEeAMETaMH
€CTECTBEHHOHAYYHOT'O LIUKJIA.

He crocoben

B nenom ycnemso, HO

B nenom ycnemso, HO

CnoocoO€eH B TTOJTHOM

®dopmupyer OeccrucTeMHO C OTJIEIbHBIMU o0beme dopmupyer
MEXIUCLIUIIIINHAPHBIE dopmupyet HeZl04eTaMu MEXIUCHUIIIIMHAPHBIE
CBSI3U MH(MOPMATHUKH C | MEKAUCIUIUINHAPHBIE ®opmupyer CBSI3U MH(OPMATHKH C
peIMeTaMu CBSI3U UHPOPMATUKH C | MEKAUCLHUIUIMHAPHBIE IpeaIMeTaMu
€CTECTBEHHOHAYYHOT'O npeaMeTaMu CBSI3U MH(OPMATUKHU C | €CTECTBEHHOHAYYHOTO
LUKJIA. €CTECTBEHHOHAYYHOT'0 peaMeTaMu LUKJIA.
LUKJIA. €CTECTBEHHOHAYYHOT'0
LUKJIA.
YpoBeHb [IIkana oLleHUBAaHUS ISl IPOMEKYTOUHOMN [IIkana olleHUBAaHUS T10
c(OpMHUPOBAHHOCTH arrecTalnuu bPC
KOMIIETCHIMH OK3aMeH 3auer
(nuddepenmpoBaHHbIM
3a4er)
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[ToBbIICHHBIIH 5 (OTIIMYHO) 3a4TEHO 90 — 100%

bazoBsrit 4 (xoporo) 3a4TEHO 76 — 89%

[Toporogsrii 3 (yOBIETBOPUTEIHHO) 3a4TEHO 60 — 75%

Huxe noporosoro 2 (HeylOBJIETBOPUTEIBHO) |HE3aYTEHO Hunxe 60%
83. Bonpocbl mnpoMekyTOYHOH aTTecTalnuu

Bocbmoii cemectp (3auer, IIK-11.1, TK-11.2, 1K -14.3)

1. Cdopmynupyiite onpeaerseHHe 3alIUThl HHPOPMALMHU, YKAKUTE OCHOBHBIE aCIHEKThI
3alUThl UH(pOPMALMK U 0OOCHYHTE X Le1ecO00pa3HOCTb.

2. OxapaktepusyiTe CTPYKTYpY 3aKkoHOAaTenbcTBa PO B 00macTy 3amuTsl HHGOPMAIIHH.

3. llepeunciute HOPMATHUBHO-IIPABOBbIE JOKYMEHTBI, OPHUEHTHPOBAaHHBIE Ha oOOecreueHue
nHpopManMoHHO# Oe3omacHocTH B Poccun. OxapakTtepusyiiTe mMarepuaibl, MPEACTaBICHHBIE B ATHX
JIOKYMEHTaX.

4. Jlaiite omnpeneneHue TOCYyJapCTBEHHOM TaiHbl. IlepeunciuTe OCHOBHBIE CTaTbu B
®denepanbHOM 3aKOHE O TOCY/IApCTBEHHOM TalHE.

5. JlaiiTe onpeaeneHne MOHATHIM «aBTOPCKOE MIPaBO» U «KOMMEpUECKask TallHa». YKaXHUTe UX
OTJIIMYUTENbHBIE 0COOCHHOCTU. OXapakTepu3yiTe crocoObl 3allUThl ABTOPCKUX MPaB U KOMMEPUYECKOM
TalHBI.

6. Ilepeunciure Buabl KoH(puaeHnHManbHOW  wHopManuu. [IpuBenuTe  NPUMEPHI
KOH(HIEHIIMATbHON MH()OPMAIMK U YKaXKHUTE CIIOCOOBI €€ 3alUThI.

7. Ilepeuucnure HOPMATUBHO-NPABOBBIE  aKThl, PpEIVIAMEHTUPYIOLIME  OOpallleHHuEe C
IIEPCOHAJIBHBIMU AaHHBIMU. [IpuBeauTe NpuMepsl BHYTPEHHUX HOPMATHUBHBIX aKTOB HAa MIPEANPHUIATHH O
IIEPCOHAJIbHBIX JaHHBIX.

8. Packpoiite nmonsTHe «MHPOpPMaLMOHHAs Oe30macHOCThY. [IpuBennTe mpuMepsl HapyIICHUS
MH(POPMAIIMOHHON 0€30MaCHOCTH Ha MPEATIPHITHH.

9. JlaiitTe noHATHE TMOMUTUKM HHGPOPMALMOHHOM Oe3omacHocTH. OnumuTe CcHocoObl
OpraHu3alK MOJUTUKHY HH(POPMALIMOHHOM 6€30MaCHOCTH Ha MPEANPUSITUH.

10. Pacckaxure O HOPOrpaMMHBIX  CpPEACTBaX, MCIOJIB3YEMbIX [UId  OpraHu3aluu
nHGOPMaIMOHHOM 6€30MacHOCTH MpH paboTe Ha KOMIbIOTEpE.

11. Pacckaxure O TOPOrpaMMHBIX  CpPEACTBAaX, MCIOJB3YeMbIX [UId  OpraHu3aluu
MH(POPMAIMOHHOM 6€30MacHOCTH NP paboTe B KOMITBIOTEPHOI CeTH.

12. OxapakrepusyiiTe  ammapaTHele cpencTBa  3amuTel  uHpopmammu. [laiite  mx
knaccupukanuu. [IpuBeauTe mpuMepsl anmapaTHbIX CPEACTB 3alUTHl HHPOPMALUU B KOMIIBIOTEPHON
CETH NPEATIPUATHS.

13. PackpoiiTe OCHOBHBIC HampaBICHHUS OpTraHU3alMH HH(POpPMAIMOHHONW 0€30mMacHOCTH.
ChopmynupyiiTe peKOMEHAAMH U1l OpraHu3aluu WHOOpMAIMOHHOW Oe30MacHOCTH mpu pabore Ha
KOMIIBIOTEPE JUIsl COTPYAHUKOB MPEATIPUATHS.

14. PackpoiiTe OCHOBHBIE HaIpaBJIE€HHUs OpraHU3alMM WH(POPMALMOHHOM O€30macHOCTH B
KOMIIblOTepHOH  cetn  mpeanpusituss. CdopMmynupyiTe peKOMEHJAIMU Uil  OpraHu3aluu
MHPOPMAIIMOHHOM 0e30MacHOCTH Npu paboTe Ha CETeBOM KOMIBbIOTEpe Ul COTPYIHUKOB
MIPEANIPUATHS.

15. TlpuBenute crnocoObl HECAaHKLIMOHWPOBAHHOTO MPOHUKHOBEHHUS HAa CETEBOW KOMIIBIOTEP
MIPENNPUATHS U PACCKAXKUTE O MYTSIX MPOTUBOACHCTBUS TPOHUKHOBEHUIO.

16. Packpoiite mnoHsATHE «MH(POPMALMOHHAS Yrpo3a» C MO3UIUH MpoOIeMbl obecreueHus
nH(popMallMOHHON Oe30macHOCTH Ha mpeanpusaThuu. OxapakTepusyiTe BUABI YIpo3, TNPUBEIUTE
TIPUMEDHI.

17. PackpoiitTe cyTb HOpPMaTHUBHO-TIPABOBOT'0O ACIMEKTA 3aIUThHl HHPOPMAIIUN Ha TPEATPUSATHH.

18. PackpoiiTe aTMUHHCTPATUBHBIE BOIIPOCHI, PErJIaMEHTUPYIOIIUE IeSITeTbHOCTh MPEAPUITUS
10 OpraHu3alui UH(OPMAIIMOHHON 0€30MacHOCTH.

19. Packpoiite npaBoBble BONPOCH], PETIAMEHTHUPYIOIIUE JEATEIbHOCTh NPEANPHUATHS IO
opraHu3any HHPOPMAIMOHHOIN 0€30MacHOCTH.

20. OxapakTepu3yiiTe OpraHu3allMOHHBIE MEphl 3alIUTHl HWH(OpPMALMM HA NPEANPUATHH.
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O06ocHylTe OCHOBHBIE MEPOTIPHUATHS IO 0OeCTIeYeHHIO HH(POPMAITMOHHOM 0€301TaCHOCTH.

21. OxapakTepu3yiTe TEXHOJOIMYeCKHEe Mepbl HH(GOpPMAIMOHHON O0e30macHOCTH  Ha
npennpusTiuu. O60cHyTE KilacCUPUKALINIO CPEACTB TEXHOIOTMUECKOHN 3aIllIUThl HHPOPMAITHH.

22. OnumuTe TEXHOJOTHI0 (YHKIMOHHPOBAaHUS OpaHaMay’poB. PackpoiiTe TEXHOJIOTHIO
HACTPOMKHU OpaHaMay’pa Ha MIpUMepe KOHKPETHOTO MPHIIOKEHHUS.

23. Pacckaxxute O MPOAKTUBHBIX CHUCTEMax 3allUThl KoMIbioTepa. l[lpuBenuTte mnpumeps
porpamMm JaHHOTO KJ1acca.

24. PackpoiiTe TOHSTHE «CETeBOM arakWy». IlpuBenure mpuUMEphl CETEBBHIX aTak Ha
KOPIIOPAaTHUBHYIO CETh. Y KAKUTE MyTH MPOTUBOICHCTBHS CETEBBIM aTaKaM.

25. Pacckaxxute oCUCTeMax OTpPaKEHUsl CeTeBBbIX aTak. ONUIINTE WX BHUJBI, NPHUHIUIBI
(GyHKIIMOHUPOBAHUSI.

26. Onummre TpUHIUIBL opranu3anuu DoS- u DoSS- atak. Pacckaxkute o crioco6ax 60psObI
JaHHBIM BUJIOM MH()OPMAITMOHHON yIPO3BI.

27. Onummre npuHOMNBl opranm3anuu DoS- um DoSS- arak. Pacckaxure 00 00gayHBIX
TEXHOJIOTHS KaK Crioco0e OOphOBI C TaHHBIM BHJIOM HH()OPMAIIMOHHOW YTPO3HI.

84 Mertoanueckue MaTepHaJibl, ONpele/silolMe NPOUeIyPbl OLEHMBAHMA 3HAHMIA,
YMEHHii, HABbIKOB U (WJIM) ONBITA JeSITeJIbHOCTH, XapaKTepU3yIIIUX 3Tanbl GopMHPOBaAHUA
KOMITeTEeH LU
[TpomesxyTouHas arTecTanus NpOBOAUTCA B GopMe 3ayeTa.
3aueT MO3BOJIAET OLEHUTh CHOPMHUPOBAHHOCTH KOMIIETEHIUH, TEOPETUYECKYIO IOJITOTOBKY
CTY/IEHTa, €ro CIIOCOOHOCTh K TBOPYECKOMY MBIIUIEHUIO, TOTOBHOCTh K NMPAKTHUECKOW AEATeNbHOCTH,
NpUOOpPETEeHHBIE HABBIKM CAMOCTOATENBHOM paboThl, YMEHHE CHHTE3MPOBATh IOJYYEHHBIC 3HAHHS H
IIPUMEHSTh UX MPU PELICHUH NIPAKTUYECKUX 3a/1a4.
[lpu OGamIbHO-PEUTUHTOBOM KOHTpOJIE 3HAHHWI HWTOTOBas OIIEHKA BBICTABISIETCS C y4YETOM
HaOpaHHOM CyMMBI OAJIIOB.
VYCTHBIN OTBET HA 3a4eTe
Jns oueHkn cGHOPMHUPOBAHHOCTH KOMIIETEHIIMM IIOCPEICTBOM YCTHOIO OTBETa CTYACHTY
IIPEIBAPUTENIBHO IIPEJIAracTcsl NeEpeueHb BOIPOCOB WIM KOMIUIEKCHBIX 3a/JlaHUM, ITPEAIOJIararolinx
YMEHHE OPUEHTUPOBATHCS B MpoOsieMe, 3HAaHUE TEOPETUUECKOro MaTepuaia, yMEeHUsl IPUMEHSTh €ro B
MPaKTUYECKON MpodeccnoHalbHON AESITeNbHOCTH, BIaJCHUE HaBbIKAMU W INPUEMaMH BBIOJHEHUS
MIPAaKTHYECKUX 3aJaHUM.
[Tpu onieHKe AOCTHKEHUN CTYJEHTOB HE00X0IMMO oOpamiarh 0co00€ BHUMaHUE Ha!
—YCBOEHHE MTPOrPaAMMHOI0 MaTepuaa;
—YMEHHE U3J1araTh NPOrpaMMHbBIN MaTepual Hay4YHbIM SI3bIKOM;
—YMEHHE CBS3bIBATh TEOPHIO C IPAKTUKOII;
—yMEHHE OTBEYaTh Ha BUJJOU3MEHEHHOE 3aJ]aHHE;
— BJIQJICHUE HABBIKAMH MTOKMCKA, CUCTEMAaTU3allul HEOOXOIUMBIX HCTOYHHUKOB JINTEPATYPHI 1O
n3ydaeMol npooneme;
—yMeHHE 000CHOBBIBATh MIPUHSATHIE PELLICHUS;
—BJIaJICHUE HAaBbIKAMU U IIPUEMAaMU BBIIIOJIHEHUS TPAKTUYECKUX 3aJaHNM;
—YMEHHE MOJKPEIIATh OTBET WIUTIOCTPATUBHBIM
MaTtepuaiaoM. TecTbl
ITpu onpeneneHnn ypoBHS NOCTHXKEHUN CTYIEHTOB C IOMOIIIBIO TECTOBOTO KOHTPOJIS
Heo0Xx0auMo oOpaiarh 0coboe BHUMaHHE Ha CIeIyollee:
—OLIEHUBAETCS MOJTHOCTHIO IPABUIIBHBIN OTBET;
— TpernojaBaTesieM JI0JKHa ObITh ONpe/ielieHa MaKCUMalIbHas OLIEHKA 3a TEeCT, BKIFOYAIOINN
OIIPEAEIEHHOE KOJIMYECTBO BOIIPOCOB;
—IpenoiaBaTeieM MOXKET ObITh OlpesiesieHa MaKCUMallbHas OIIeHKa 3a OJJUH BOIIPOC TECTA;
— TI0 BOIIpOcam, MpeaycMaTpUBAIOIIMM MHOKECTBEHHBIN BHIOOD MPaBUIIbHBIX OTBETOB, OIICHKA
OTIpeIEIIeTCS UCXO/Isl U3 MAaKCUMAJIbHOM OIIEHKH 3a OJIMH BOMPOC TECTA.

9. IlepeyeHb OCHOBHOI M TOMOJHUTEIbHOI y4e0HOI JIUTEpaTyphl
OcHoBHas1 JiuTEpaTypa
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1 T'omukoB, A. M. 3ammrta uHOpMaruu B HMHPOKOMMYHHMKAITMOHHBIX CHCTEMax MW CETAX
[DnexTponHbI pecypc] : yueoHOe mocooue / A. M. I'onukoB ; MuHHCTEpCTBO 00pa30BaHUS U HAYKH
Poccuiickoit ®enepanuu, Tomckuii I'ocynmapctBeHHblii YHuBepcuter Cucrem YipaBieHHS U
Panuosnextponuku (TYCVYP). — Tomck : ToMmckuil TOCyAapCTBEHHBI YHUBEPCUTET CHUCTEM
yhpaBlieHUss ®W  paguodnekrponuku, 2015, — 284 ¢, - Pexum  jgocryma
http://biblioclub.ru/index.php?page=book&id=480637

2 MbiiBong, D. be3omacHocTh cerelt [ DnekTpoHHbIN pecypc]| / D. MaiiBona. — 2-e u3l., ucrp.
— M.: Hauwmonaneheii OtkpbiTeiii  YHuBepcuteT «MHTYUT», 2016. — 572 c. — Pexum gocryma
/Ibiblioclub.ru/index.php?page=book&id=429035

3.IIpoxopoBa, O. B. NudopmainmonHas 6e30macHOCTh U 3amuTa uHGopManuu [DIeKTpOHHBII
pecypc] : yuebnuk / O. B. IlpoxopoBa ; MunuctepctBo obpa3oBanus u Hayku P®D, denepanbHoe
rOCYJapCTBEHHOE OIOJDKETHOE 00pa3oBaTelIbHOE YUYPEKIECHHE BBICHIETO MPO(ecCHOHAIBHOTO
oOpazoBanus «CaMapcKuil rocy1apCTBEHHBIH apXUTEKTYPHO-CTPOUTEIbHBIN yHUBepcuTeT». — Camapa :
Camapckuii ToCyaapCTBEHHBIM apXUTEKTYpPHO-CTpOUTENbHBIM yHUBepcuter, 2014. — 113 c.—Pexum
noctyna : http://biblioclub.ru/index.php?page=book&id=438331

JonoHUTeIbLHAS JUTEpPaTypa

1Texnonmoruu 3amuThl HHPOPMALIMK B KOMIBIOTEPHBIX CETSIX [DNeKTpoHHBIN pecypc] / H. A.

Pynenxos, A. B. Ilponerapckuii, E. B. CmupnoBa, A. M. CypoBoB. — 2-¢ u3z., uchp. — Mocksa :

Hanumonanenenii  OtkpbiThiii  YHuBepcurer «MHTYUT», 2016. — 369 c. — Pexum gocryna
http://biblioclub.ru/index.php?page=book&id=428820

2CarneeB, K. M. ®u3nueckue 0CHOBBI 3aIIUTH HHPOpMAINH [ DIeKTpOHHBIH pecypce] : yuebHoe
nocodbue / K. M. Cargees, B. U. [lerpenko, A. ®@. Yunura ; MunuctepcTBo 00pa3oBaHUS U HAYKH
Poccuiickoit @eneparuu, OenepaibHOE TOCYAAPCTBEHHOE aBTOHOMHOE 00pa30BaTEIbHOE YUPEKIACHUE
BhICIIIETO TMpodeccuoHanbHOro obpaszoBanus «CeBepo-KaBkasckuii (enepanbHblii YHUBEPCUTET». —
CraBponosb : CKdY, 2015. — 394 C. — Pexum JlocTyna
http://biblioclub.ru/index.php?page=book&id=458285

3. ABpommmn, C.M. TexHonoruu u mpoayktel Microsoft B oGecrieueHnn HHPOPMALUOHHOM
6e3omacHoctu: kypc / C.M. ABnomuH, A.A. CaBenbeBa, B.A. Cepatok ; Hanimonanbubiii OTKpBITHIN
Yuusepcurer "UHTYUT". — Mocksa : UaTepuer-YuusepcuteT MHpopmarronnsix TexHonoruu
(MHTYHUT), 2010. — 384 c. — URL: http://biblioclub.ru/index.php?page=book&id=233684). — Tekcr :

JJIEKTPOHHBIN.

10. IMepeyenn pecypcoB HHGOPMALNUOHHO-TETIEKOMMYHHKAMOHHOI ceTH «HTEepHET»

1. http://all-ib.ru - Uudopmarmonnas 6e30macHoCTh. 3amuTa HHGOpMaIHK

2. http://lwww.securrity.ru - SecuRRity.Ru — « MupopmannoHHas 6e301MacHOCTh KOMITBIOTEPHBI
CHCTEM M 3aluTa KOHPHUICHIIHATBHBIX TaHHBIX

3. http://www.securitylab.ru - Security Lab by Positive Technologies [ DnextponHbrii
pecypc] . URL: http://www.securitylab.ru

11. MeToanyeckue yKa3aHUs 00y4arOIIUMCS 110 OCBOCHMIO M CHUTIIUHBI (MOYJIA)

[Tpu ocBoeHMHM MaTepHaa JUCIUIUTMHBI HEO0X0AUMO:

- CIUTAaHUPOBATh U PACTIPEAETUTH BpeMs, HEOOXOUMOE JJIsl U3YUYEeHUS AUCHUTLINHBL;

— KOHKPETH3UPOBATH i ceOsl IIaH U3y4eHHs] MaTepraa;

- 03HaKOMHTHCS ¢ 00BEMOM U XapaKTePOM BHEAYIUTOPHON caMOCTOATENbHON pabOThI st
IIOJIHOLIEHHOT'O OCBOEHUS KaX /101 U3 TEM JUCLUIUINHEI.

Cuenapuii u3ydeHus Kypca:

— npopaboTaiiTe Kaxayio TeMy Mo MpelaraeMoMy HIDKE allTOPUTMY JIeHCTBHIA;

— M3Y4MB BECh MaTepHal, BBIMOJIHUTE UTOTOBBIN TECT, KOTOPBIA MPOJEMOHCTPUPYET
TOTOBHOCTH K Cay€e 3a4eTa.

Anroputm paboThl HaJl KaXKIOW TEMOM:

— U3YUYUTE COJIEpKaHKNe TEMBbI BHaYaJIE TI0 TEOPETUUYECKOMY MaTepHaiy, a 3aTeM 110
JPYTUM UCTOYHUKAM;

— MIPOYUTANTE JOMOJIHUTENBHYIO JIUTEPATYPY U3 CIUCKA, IPEUI0KEHHOTO [TpernojaBaTesieM;

— COCTaBbTE KPATKHI IUIaH OTBETA MO KaXKAOMY BOIIPOCY, BRIHOCHMOMY Ha 00CYyKIeHHE Ha
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3aHSTUU;

— BBIYYUTE ONPEEICHNUS TEPMUHOB, OTHOCSIIUXCS K TEME;

— IpOayMaiTe IPUMEPBI U WIIIIOCTPALIMU K OTBETY IO U3y4aeMOl TEME;

— MIPOyMbIBANTE BHICKA3bIBAHUS 110 TEMaM, IIPEIOKEHHBIM K J1a00paTOPHOMY 3aHSITHIO.

Pexomennaryu o pabote ¢ IMTEPaTypOU:

— 03HAaKOMbTECH C AHHOTALUUAMH K PEKOMEHAOBAaHHOU JIUTEPATYPE U ONPEACIIUTE
OCHOBHOM METOJ] U3JI0’KEHHSI MaTepralla TOro WIK HHOI'O HCTOYHHKA,

— BBIOEpUTE T€ UCTOYHUKHU, KOTOPbIE HanOoJiee MOIXOAAT ISl U3yYEHHUS] KOHKPETHOM TEMBI.

12 TlepeyeHb HHGOPMAIMOHHBIX TEXHOJIOTHii
Peanmzamust y4eOHOI mporpamMmbl OOECHEUMBAETCs JOCTYIIOM KaXJIOTO CTYACHTa K
MH(OPMALIMOHHBIM pecypcaM — OJIIEKTPOHHOW OuOiIMoTeke M cereBbIM pecypcam HWurepner. s
ucnonb3oBanus MKT B yuyeOHOM mpoliecce UCHOIB3YeTCsl MPOrpaMMHOE OOECIeueHHe, MO3BOJISIONICee
OCYILIECTBIISTh IMOUCK, XPAaHEHWE, CUCTEeMAaTHU3allMio, aHAIM3 W MPE3eHTANI0 HH(pOpMalMU, SKCIOPT
uHbopManuu Ha IHU(POBBIE HOCHTENH, OPraHU3AIMIO0 B3aUMOJICHCTBHUA B pEaJbHOM M BHUPTYaJIbHOU
o0Opa3oBaTenpHOM cperie.
NunuBuayanbHble pe3yidbTaTbl OCBOCHHS AUCIHUIUIMHBI CTyACHTaMH (UKCUPYIOTCS B
ANEKTPOHHON HHPOPMAITMOHHO-00PA30BATEIBLHOM CPEJIe YHUBEPCUTETA.
121 IIepeyenb nporpaMMHOro odecrneveHust
(oOHOBJIEHHE PU3BOAUTCS MO Mepe MOSIBJIEHUsI HOBBIX BepCHil MPOrpaMMbl)

1. Microsoft Windows 7 Pro
2. Microsoft Office Professional Plus 2010

122 IlepeyeHb uHPOPMANIMOHHBIX CITPABOYHBIX
cucreM (0OHOBJIEHHE BBINOJIHIAETCS €5KeHeTeTbHO)

1. TIpodeccronanbhas 6a3za maHHbIX «OTKpPBIThIC AaHHBIE MUHHCTEPCTBA 00pa30BaHMS U HAYKH
P®» (http://xn----8sblcdzzacvucOjbg.xn--80abucjiibhv9a.xn--plai/opendata/)

2. DnexTpoHHas 6ubmuoredHas cucrema Znanium.com( http://znanium.com/)

3. Enunoe okHO nocTyma Kk oOpa3oBarenbHbIM pecypcam (http://window.edu.ru

123 TlepeuyeHb cOBpeMeHHBIX MPO(ecCHOHATBLHBIX 023 TaHHBIX

1. IIpodeccruonanbHas 0aza naHHbIX «OTKpBIThIE JaHHBIE MUHHUCTEpCTBa 00pa30BaHUS U HAyKU
Pd» (http://xn----8sblcdzzacvuc0jbg.xn--80abucjiibhv9a.xn--plai/opendata/)

2. DnekTpoHHas OubauoTedHas cucreMa Znanium.com( http://znanium.com/)

3. EquHoe okHO JocTyma K o0pazoBaTenbHbIM pecypcam (http://window.edu.ru

13. MaTepuajibHO-TeXHUYECKOe o0ecneyeHne JUCIUMIMHBI(MOTYJIs1)

Jlns mpoBeneHUs ayIUTOPHBIX 3aHATUNA HEOOXOMUM CTaHIAPTHHIA HAOOp creluaTu3upOBaHHOM
yueOHOM Mebenn M y4eOHOro o0OOpyIOBaHMs, a TakkKe MYJIbTUMEIUNHOE OO0OpYAOBaHHUE IS
JEMOHCTpAllUM TpEe3eHTalMid Ha Jekuuax. Jlus mpoBeleHHs NPAKTHUUECKUX 3aHATUN, a Takke
OpraHU3alMi CaMOCTOSITEIIbHOW pPabOThl CTYJEHTOB HEOOXOIMM KOMIBIOTEPHBINH KiIacc ¢ pabouynMu
MecTaMH, 00ecTeYynBaOIUMU BbIX01 B IHTEpHET.

WuauBuayaibHBIE  Pe3yJbTaThl OCBOSHUS  JUCHUIUIMHBI  (DUKCHPYIOTCS B DJIGKTPOHHOUN
nH(OPMaIIMOHHO-00pa30BaTENBLHON Cpe/ie YHUBEPCUTETA.

Peanu3arust yueOHoI mporpammbl o0ecreunBaeTcst JOCTYIOM KaKOTO CTyIeHTa K HH(GOPMAIIMOHHBIM
pecypcam — 3NIeKTPOHHON OuOIHMoTeKe U ceTeBbIM pecypcam Muatepuert. s ucnonp3oanust UKT B
y4eOHOM TIpoIIecce HEOOXO0IMMO HATMYHE MMPOTPAMMHOTO 00€CTIeUeHHUsI, ITO3BOJISTFOIIETO OCYIIECTBIISATh
MouCcK MHGpopMaIuu B cetd MHTEpHET, cucTeMaTU3alliio, aHAJIM3 U TPE3ESHTAINI0 HHPOPMAIIHH, SKCIIOPT
nH(pOpMaLUY Ha IUPPOBBIE HOCUTEIH.

VYyeOHast aymuTopus AJis TPOBEACHUS YIeOHBIX 3aHSITHH.

VYueOHast ayTuTOPHS JJIs IPOBEACHUS 3aHITHI JIGKITAOHHOTO THITA, 3aHSATUH CEMUHAPCKOTO THUIIA,
TPYNIOBBIX U WHAUBUAYAIBHBIX KOHCYJIbTAIMH, TEKYIIET0 KOHTPOJISI U IPOMEKYTOYHOM aTTecTaIiH.

JlaGopaTopust BEIMUCIUTEIIBHOW TEXHUKH.

[TomenieHue ocHAIIEHO 00OPYIOBAHUEM U TEXHHUYECKUMHU CPEJICTBAMU O0yUEHUSI.

OcHoBHOE 000pyI0BaHUE:

ABTOMaTH3MPOBAaHHOE pabodyee MEeCTO B COCTaBe (CUCTEMHBIN OJIOK, MOHUTOP, KJIaBUATYPA,

MBIIIb, TAPHUTYPA, TPOSKTOP, MHTEPAKTHBHAS JIOCKA), MArHUTHO-MapKepHas J0CKa.
JlaboparopHoe 000pyI0BaHME: aBTOMATU3UPOBAHHOE paboyee MeCcTO (KOMITBIOTEPHI — 24 IIIT.).
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VY4yeOHO-HArIAIHBIE TIOCOOUS:
[IpezenTanum.
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